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RIOO Resource Services Release
Information

April, 2020

ERCOT has placedthe Resource Services application, a component of Resource Integration
and Ongoing Operations (RIOO), in a sandbox development site for information and training
purposes.

Through RIOO RS, companies authorize their Resource Entity (RE) to submit an online change
request to modify their generation resource interconnected to the Texas power grid.

& For the bestuser experience, ERCOT recommends using Google Chrome as the w eb browser
for RIOO apps. Using Microsoft Internet Explorer may cause issues to occur, including page
loading issues requiring multiple page refreshes; slow page loading; and getting stuck on the
login page unless RIOO and the multifactor authentication app are listed as trusted sites.

Issues Corrected
Previous versions of this document contained statements about the email address submitted for

Resource Services must be unique to Resource Services. This has been corrected by removing
the statements on page i, ii, and 1.

Supporting Documentation

Each user interface page in the Resource Services app contains a Help button that displays
assistance in context.
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About this Reference

This Reference describes the Resource Services sign up and log in process for a Resource
Entity (RE) w ho must submit change requests to modify information about resources and

equipment already modeled in the ERCOT system and interconnected to the Texas electric
pow er grid.

Unlike the account self-signup processin Interconnection Services, a Resource Services
account has already been set up for you usingyour ERCOT Market Participant Identity
Management (MPIM) profile information. How ever, you must contact the User Security
Administrator (USA) at your company to add the RIOORS _M_Operator role in your profile to
allow you access to the Resource Services application (as explained in Asking Your USA to
Modify Your MPIM Profile on page 3).
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About Resource Services

ERCOT has already set up the Resource Services accountforyou using information fromyour

Market Participant Identity Management (MPIM) profile. Y our Resource Services account user
name is the email address listed in the MPIM profile.

®itis important that you use a valid email address (not an alias) so you receive the appropriate verification
and confirmation emails for RIOO-RS.

Y ou must contact the User Security Administrator (USA) at your company to go to your MPIM
profile to assignthe RIOORS _M_Operator role that allows your access to the Resource Services
application. The USA must also confirmyour current smartphone number and valid email address
in the MPIM profile (described later).

Web Browser Considerations

For the best user experience, ERCOT recommends using Google Chrome as yourweb browser for
RIOO apps. If you use Microsoft Internet Explorer, issues may occur, including page loading issues
that will require youto refresh your page from time to time and being stuck on the login page. If
these errors occur, add your authentication app as a trusted site.

Multifactor Authentication

The RIOO applications use multifactor authentication for account login. This means that, in addition
to your Resource Services user ID (email account) and password, another means of authorization
is required to authenticate your attemptto access the account.

If you already have an authentication app on your smartphone, you most likely canuseit with

Resource Services. Othemwise, you can download to your smartphone the free AuthO Guardian or
Google Authenticator app fromthe App Store or Google Play.

# If you do not have a smartphone, you canuse SMS Text Message Authentication from any text
message-enabled mobile phone; however, this is less secure.

Signup and Login Process

After your USA has confirmed your information and added the role, youwill receive an email asking
you to verify your account andthen a Log In page displays. You mustchange your password at
this page and then set up your multifactor account authentication.

About Resource Services Version 04.22.20 ¢ 1
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This guide will walk you through setting up your smartphone device with the authentication app.

Before you begin, make sure you:

e Have your email accountopen to your inbox so you can open the email messages sent to
your account from ERCOT during this process.

e Open a text editor (such as Notepad) and save a file named ERCOT Auth Information.
Y ou will be prompted to copy a recovery code from the authentication app into the file so you
can still get to your account should you lose or change phones.

About Resource Services Version 04.22.20 ¢ 2
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Asking Your USA to Modify Your MPIM Profile

Y ou must have the RIOORS _M_Operator role in your Market Participant Identity Management
(MPIM) profile to access and use Resource Services

# If you do not have an MPIM profile, ask the USA at your company to create one and then add the
RIOORS_M_OPERATOR role to the profile.

Modify Market Pa
Company Name
DUNS
Organization Profile

Employee ID

rticipant User

0 Call your USA to verify thatyour MPIM
profile contains a:

First Name |

Martha

e Phone number for an actual

Last Name |

*

w orking smartphone number you can

access in order to receive messages

theq

from the authentication app.

e User email address that you can

User Em aiq

Certificate Email |

A

) access (notan alias) to receive emails

Changing account information of a user that has a digital certificate
will NOT update the digital certificate. To ensure the user's certificate has process.

the correct e-mail and firstlast name, submit a certificate revocation, modify
the existing userwith updated information and requesta new certificate.

from ercot.com during the sign-up

Certificate Common
Name

Martha

(If left empty the default value will be "FirstName LastName")

Select Role(s)
Role Information

| Cancel || Submit |

Available Roles

EMS_M_SOTE
ICE_IMRE_EXTRACTS
MARKETRAK
MOTE_SOTE
MP_ASSETS
MP_VIEW_SWITCH
NMMS_IMM
NMMS_MOD
NMS_M_OPERATOR

&)

>

<<

Reauested Roles

(RIOORS_M_OPERATOR )

9 Askyour USA to add the
RIOORS_M_OPERATORrole to

your profile.

Asking Your USA to Modify Your MPIM Profile
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Verifying Your Account from the Welcome Email

After your USA confirms that your profile, smartphone number, and email address are accessible

and has given you the RIOORS_M_OPERATOR role, it may take up to 15-20 minutes to get an
email from ercot.com to verify your account.

Verify your email

ginr@ercot.com
<
e Wed 11/28/2018, 11:14 AM R © =

You ¥

Welcome to RI
Resource Ser

® Clickthe VERIFY MY ACCOUNT button. I

Thank you for signing up. Please verify your email address yclicking the
following button:

ERIFY MY ACCOUNT]|

Thanks!
The Electric Reliability Council of Texas

Verifying Your Account fromthe Welcome Email Version 04.22.20 ¢ 4
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Changing Your Pre-Assigned Password

Click the Don’t Remember Your Password Link

ercot>

RIOO Services

Log In Sign Up

El  yours@example.com ‘

'y
0] your password

Don't remember your password? I © Ciick the Don’t remember your password link

LOG IN >

Enter Your Email Address

ercot>

Reset your password

Please enter your email address. We will

send you an email to reset your password.

= yours@example.com

e Type in your email address (the one from your MPIM profile).
SEND EMAIL > © Giick SEND EMALL >,

Changing Your Pre-Assigned Passw ord Version 04.22.20 ¢ 5
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Requestto Change Password from Email

ginr@ercot.com
4
o Tue 11/27/2018, 2:09 PM 9 o =2

&

Password Change Request

You have submitted a password change requgf

login to your account. If it was you, then confirmgfthe password
change.

HANGE MY PASSWORD

Thanks!
The Electric Reliability Council of Texas

If you do not receive this email, verify with the USA at your company that the email address listed in
MPIM is a real email address - not an alias. If it is an alias, have the company USA update the email
address to a real working email account.

Changing Your Pre-Assigned Passw ord Version 04.22.20 ¢ 6
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Enter Your New Password

ercot>

Change Password

Enter a new password for

5 your new password

9 Typein a password.
9 Type in the password again.

—
@ ﬂ Click the L°J button.

Confirm Your Password Was Reset

i confirm your new password

Your password has been reset successfully.

Changing Your Pre-Assigned Passw ord Version 04.22.20 ¢ 7
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Accessing Resource Services and Setting Up Your

Authentication Method

MNew Tak b4 +

& https:/fsa.ercot.com/ricors/

If you have chosento use:
e AuthO Guardian, continue with the next page.
e Google Authenticator, continue on page 16

e SMS Text Authentication, continue on page 23

Setting Up AuthO Guardian

Selectthe Appropriate AuthOLink

ercot>

RIOO Services

Download Authd Guardian for free:

[ I've already downloaded it]

I'd rather use SMS or Google Authenticator

Type the URL: https://sa.ercot.com/rioo-rs/

NOTE: Ifyouhave not already downloaded the AuthO Guardian

app, you can download it from this page using the
appropriate App Store or Google Play. However,
downloading the app now may causethe RIOO app to
time out and you may have to start over.

° Click the I've already downloaded it link.

Accessing Resource Services and Setting Up Your Authentication Method
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Scan the Resource Services QR Code on Your Smartphone

C~
EfCOtV ©® when the Scan this QR Code with AuthO
RICO Sarvices Guardian bar code page displays on screen,
click the Guardian app on your smart
Scan this QR code with Google phone (which opens the scanner) and

Authenticator (or similar) app

position your phone over the bar code page
Scan barcode until the bar code page border turns green.

RIOO Services

Scan this QR code with Google

Authenticator (or similar) app

Copy the Recovery Codetoa Fileon Your PC

IMPORTANT: Performing this step may help you sawe
ercot%‘ time in the future if you attempt to log in on a phone

different from than the one you are setting up your
account with or if long intervals pass between logins.

RIOQO Services

In the event that you need to login without

your device you'll need a recovery code.

Take a note and keep this somawhere zafe:

0 Copy this code and paste it into the file you opened earlie
for this purpose.

0 Clickthe | have safely recorded this code check box.
@ 9 Click the @to continue.

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 9
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Continue WhenYou Are All Set

ercot
RIOO Services

Congratulations, you are all set.

In the future when logging in you'll want your

device handy.

© Giick the Continue link.

Respondtothe PUSH Message

ercot>

RIOQO Services

et e S D @ \When this WE'VE SENT A PUSH TO: panel displays,

open your smartphone.

[ Remember this browser

If you haven't received the notification.

just enter the code manually.

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 10
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I % ercot - rioo - dev @

yn_eletx_tsp@outlook.com

% ercot - rioo - dev

lyn_eletx lsp@outlook.com

BEROWSER
Chrome (70.0.3538.77),
Windows (10)

@)

Sandy, United States

Open Your Email Account and Click the Verify My Account Button

Almost Done!
We've emailed a verification link to:
Click the link in that email to finish

creating your account

Need a new link?

Rasend email.

NOTE: You do not hawe to take action on this page, unless you
need to receive the email again. The Congratulations
page will display after you click the appropriate button

in the email.

Accessing Resource Services and Setting Up Your Authentication Method
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Verify your email

ginr@ercot.com
_ S % =2
Wed 11/28/2018, 11:14 AM

You %

Welcome to RIOO -
Resource Services!

Thank you for signing up. Please verify your email address by clicking the
following button:

@ Click the VERIFY MY ACCOUNT button.

ERIFY MY ACCOUNT

Thanks!
The Electric Reliability Council of Texas

If you did not make this request, please contact us by replying to this
mail.

ContinuetoLog In

Congratulations!

You are the owner of an ERCOT
Resource Services Account.

[ ] 0 Click the Continue button.

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 12
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Log Into Your Account

ercot>

RIOO Services

Log In Sign Up

El  yours{@example.com

@ Now enterthe email address fromyour MPIM account.
@ Enter your password.

& your password

Don't remember your password?

LOG IN 2 @ Click the LOG IN > button.

Respondtothe PUSH Message

ercot>

RIOO Services

WE'VE SENT A PUSH TO: LYN'S IPHONE

[ ¥ Remember this browser ]

@ Click the Remember this browser checkbox.
If you haven't received the notification Clicking this checkbox enables the system to
automatically authenticate your login for the next 30

just enter the code manually.

days so you do not have to go to your smartphone. This
push message will display when the 30 days expires
and you can click the checkbox again.

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 13
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% ercot - rioo - dev @

L20Mm

% ercot - rioo - dev

Lcom
TOWSER

Chrome (70.0.3538.77),
Windows (10)

QCATION
Sandy, United States

November 12, 2018 at 9:09:27 AM

Deny

Display the RE Dashboard

RIOO Tool & | Tooltwo il | Help®

Interconnection Services Resource Services
e @ @ Click Resource Services.

ercot>

Track, create, or update your

Intereconnection projects. Update or view your existing

resource data.

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 14
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Resource Services Tool & | Tooltwo | Help®

ercot%

Submitted Change Requests Incomplete Change Requests

— CAPRICORN RIDGE 4 02-13-2020 Finish Change Request O
CAPRICORN RIDGE 4  02-25-2020 Finish Change Request O

C Resource Services CAPRICORN RIDGE 4 10-06-2023 Finish Change Request O

Requested Production Load 09-28-2019

CAPRICORN RIDGE 4
Submitted Last Updated:  Company:
n/a 09262019  n/a

Recent News
Your change request has been returned to you by ERCOT. You will find instructions on Jvhat
ERCOT needs when you open the change request.

Open Change Request

Pending Review at ERCOT
RSCR 29 Requested Production Load 04-01-2020

CAPRICORN RIDGE 4

View Change Request ]

Submitted Last Updated: Company.
n/a 09-26-2019 n/a

/ / l Update Change Request ]
[T Recent News

Your Change request is waiting for review at ERCOT

Pending Review at ERCOT
RSCR 30 Requested Production Load 07-21-2021

CAPRICORN RIDGE 4

View Change Request
Submitted Last Updated:  Company:

n/a 09-26-2019 n/a
Hello, i Update Change Request ]
Sign Out
71 Recent News
& Launcher " Your Change request is waiting for review at ERCOT -
Help
# My Account

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 15
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Setting Up Google Authenticator

ercot>

RIOO Services

Download Auth Guardian for free:

App Store Google Play

I've already downloaded it
) 0 Click the Google Authenticator link.

I'd rather use SMS offGoogle Authenticator

Selectthe Google Authenticator Link

NOTE:

If you havwe not already downloaded the Google
Authenticator app, you can download it from this page
using the appropriate App Store or Google Play.
Howewer, downloading the app now may cause the
RIOO app to time out and you may have to start over.

Accessing Resource Services and Setting Up Your Authentication Method
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Scan the Resource Services Bar Code to Your Smartphone

ercot

RIOO Services

Scan this QR code with Google
Authenticator {or similar) app

& Enter your passcode here

Scan barcode

RIOO Services

Scan this QR code with Google

Authenticator (or similar) app

9 When the Scan this QR code with Google
Authenticator bar code page displays on
screen, clickthe® Authenticatorapp onyour
smartphone (which opens to the scanner)
and position your phone over the bar code
page until the bar code page border tums
green.

Copy the Recovery Codeto Your File

ercot=
RIOQO Services

In the event that you need to login without
your device you'll need a recovery code.

Take a note and keep this somawhere zafe:

‘ VXUD - ¥YM3J - DRR9 - S5CR - 8Y4C - 3NG3 ‘

[ [ I have safzly recorded this cudel

@ 9 Click the @to continue.

IMPORTANT: Performing this step may help you sawe
time in the future if you attempt to log in on a phone
other than the one you are setting up your account

with now or if long intervals pass between logins

e Copy this code and paste itinto the ERCOT Auth
Information file you created earlier.

0 Click the | have safely recorded this code link.

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 17
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Continue to the Google Authenticator Message on Your Smartphone

Congratulations!

You are the owner of an ERCOT
Resource Services Account.

C o e

Authenticator

ercot-rico-dev

325 829

Toutlook com

9 Go to your smartphoneto locate the Google
Authenticator code and enter it into the ERCOT page.

ercot>

RIOO Services

t a verification code from the Google

Authenticator {or similar) app:

nter the 6-digit code ‘

B

[J Remember this browser

Lost your device? Use the recovery code

@ 9 Click @.to continue

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 18
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Open Your Email Accountand Click the Verify My Account Button

NOTE: You do not hawe to take action on this page, unless you
need to receive the email again. The Congratulations

page will display after you click the appropriate button
° in the email.

Almost Done!
We've emailed a verification link to:
Click the link in that email to finish

creating your account

Need a new link?

Rasend email.

Verify your email

ginr@ercot.com
_ 5 % -
Wed 11/28/2018, 11:14 AM

You %

Welcome to RIOO -
Resource Services!

Thank you for signing up. Please verify your email address by clicking the
following button:

@ Click the VERIFY MY ACCOUNT button.

ERIFY MY ACCOUNT

Thanks!
The Electric Reliability Council of Texas

If you did not make this reguest, please contact us by replying to this
mail.

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 19
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ContinuetoLog In

Congratulations!

You are the owner of an ERCOT
Resource Services Account.

[ ] @ Click the Continue button.

Log Into Your Account

ercot>

RIOO Services

Log In Sign Up

° Now enterthe email address you usedto sign up.
@ Enter your password.

E1  yours@example com

& your password

Don't remember your password?

LOG IN » ® cickLoc In>.

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 20
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Getthe Authenticator Code from Your Smartphone

Authenticator

ercot-ginr-dev

[025 528

‘@outleck.com

'@ Go to your smartphone to locate the Authenticator code
and enter it into the ERCOT page.

ercot>

RIOO Services

t a verification code from the Google

Authenticator {or similar) app:

@ Clickthe Remember this browser
checkbox.
Clicking this checkbox enables the system
to automatically authenticate your login fo
the next 30 days so you do not have to go

‘ &)  Enter the 6-digit code

U Remember this browser

Lost your device? Use the recovery code

to your smartphone. This push message
will display when the 30 days expires and
you can click the checkbox again.

. T )
@ Click L.u.to continue.

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 21



ERCOT Public

Display the RE Dashboard

RIOCO

Tool 8} | Tooltwo i | Help®

ercot%

Interconnection Services Resource Services

Track, create, or update your

Intereconnection projects.
resource data.

@ Click Resource Services.

Update or view your existing

Resource Services

Tool 8 | Tooltwo @ | Help®

ercot%
Submitted Change Requests

1ot Home

3 Resource Services

Requested Production Load 09-28-2019

Open Change Request

CAPRICORN RIDGE 4

Submitted Last Updated:  Company
n/a 09-26-2019 n/a
Recent News

Your change request has been returned to you by ERCOT. You will find instructions on Jvhat
ERCOT needs when you open the change request.

Open Change Request

Pending Review at ERCOT

RSCR 29 Requested Production Load 04-01-2020

CAPRICORN RIDGE 4

View Change Request

Submitted Last Updated:  Company
n/a 09-26-2019 n/a
/ / l Update Change Request ]
Recent News

Your Change request is waiting for review at ERCOT

Pending Review at ERCOT

RSCR 30 Requested Production Load 07-21-2021

CAPRICORN RIDGE 4

View Change Request

Submitted Last Updated:  Company
n/a 09-26-2019 n/a
B / / l Update Change Request ]
Sign Out
Recent News

& Launcher Your Change request is waiting for review at ERCOT

/# My Account

Incomplete Change Requests
CAPRICORN RIDGE4  02-13-2020 Finish Change Request O
CAPRICORN RIDGE 4  02-25-2020 Finish Change Request O

CAPRICORN RIDGE4  10-06-2023 Finish Change Request O

Accessing Resource Services and Setting Up Your Authentication Method
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Setting Up the SMS Text Message Authentication
Method

Selectthe SMSLink

ercot%

RIOO Services

Download Auth Guardian for free:

>

Google Play

I've already downloaded it

I'dramerus@orsoogleﬂuthentic o CIickthe SMS ||nk

Enter Your Phone Number

ercot>

RIOO Services

Plzasze enter your phone

in order to enroll.

A code will be sent to this number:

&  United States +1 b

9 Type in a valid phone number.
© cick 0

Accessing Resource Services and Setting Up Your Authentication Method Version 04.22.20 ¢ 23
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Receivethe SMS Messaging Text and Enter the Code

ercot>

RIOO Services

0 Go to your phone to locate the 6-number code and entel
it into the ERCOT page.

WE'VE SENT AN SMSTO:1.

In order to confirm enrollment we need to

confirm your phone. Please enter the

received code.

‘ & Enter the 6-digit code

[J Remember this browser

Ofc-s

Copy the Recovery Codeto a Fileon Your PC

IMPORTANT: Performing this step may help you sawe
time in the future if you attempt to log in on a phone

C~
er COt"V other than the one you are setting up your account

with or if long intervals pass between logins.

RIOO Services

In the event that you need to login without

your device you'll need a recovery code.

Take a note and keep this somawhere zafe:

9 Copy this code and paste it into the ERCOT Auth
Information file you created earlier.

0 Click I have safetly recorded this code.
@ 9 Click the @to continue.

Accessing Resource Services and Setting Up Your Authentication Method

‘ VXUD - ¥YM3J - DRR9 - S5CR - 8Y4C - 3NG3 ‘

[ [ I have safely recorded this codel
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Open Your Email Accountand Click the Verify My Account Button

NOTE: You do not hawe to take action on this page, unless you
need to receive the email again. The Congratulations

page will display after you click the appropriate button
° in the email.

Almost Done!
We've emailed a verification link to:
Click the link in that email to finish

creating your account

Need a new link?

Rasend email.

Verify your email

ginr@ercot.com
_ 5 % -
Wed 11/28/2018, 11:14 AM

You %

Welcome to RIOO -
Resource Services!

Thank you for signing up. Please verify your email address by clicking the
following button:

9 Click the VERIFY MY ACCOUNT button.

ERIFY MY ACCOUNT

Thanks!
The Electric Reliability Council of Texas

If you did not make this reguest, please contact us by replying to this
mail.
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ContinuetoLog In

Congratulations!

You are the owner of an ERCOT
Resource Services Account.

[ ] @ Click the Continue button.

Log Into Your Account

ercot>

RIOO Services

Log In Sign Up

° Now enterthe email address you usedto sign up.
@ Enter your password.

E1  yours@example com

& your password

Don't remember your password?

LOG IN > @ cickthe LOG IN > button,
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Receive and Enter Your SMS Verification Code

ercot>

RIOO Services

@ Go to your smartphone and copy the Google
Authenticator code and enter it into the ERCOT page.

WE'VE SENT AN SMS TO: 1

In order to confirm enrollment we need to

confirm your phone. Please enter the

received code.

‘ & Enter the 6-digit code

[J Remember this browser

@ Click the Remember this browser checkbox.
Clicking this checkbox enables the system to automatically,
authenticate your login for the next 30 days so you do not have
to go to your smartphone. This push message will display when
the 30 days expires and you can click the checkbox again.
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Display the RE Dashboard

RIOCO

Tool 8} | Tooltwo i | Help®

ercot%

Interconnection Services Resource Services

Track, create, or update your

Intereconnection projects.
resource data.

@ Click Resource Services.

Update or view your existing

Resource Services

Tool 8 | Tooltwo @ | Help®

ercot%
Submitted Change Requests

1ot Home

3 Resource Services

Requested Production Load 09-28-2019

Open Change Request

CAPRICORN RIDGE 4

Submitted Last Updated:  Company
n/a 09-26-2019 n/a
Recent News

Your change request has been returned to you by ERCOT. You will find instructions on Jvhat
ERCOT needs when you open the change request.

Open Change Request

Pending Review at ERCOT

RSCR 29 Requested Production Load 04-01-2020

CAPRICORN RIDGE 4

View Change Request

Submitted Last Updated:  Company
n/a 09-26-2019 n/a
/ / l Update Change Request ]
Recent News

Your Change request is waiting for review at ERCOT

Pending Review at ERCOT

RSCR 30 Requested Production Load 07-21-2021

CAPRICORN RIDGE 4

View Change Request

Submitted Last Updated:  Company
n/a 09-26-2019 n/a
B / / l Update Change Request ]
Sign Out
Recent News

& Launcher Your Change request is waiting for review at ERCOT

/# My Account

Incomplete Change Requests
CAPRICORN RIDGE4  02-13-2020 Finish Change Request O
CAPRICORN RIDGE 4  02-25-2020 Finish Change Request O

CAPRICORN RIDGE4  10-06-2023 Finish Change Request O

Accessing Resource Services and Setting Up Your Authentication Method
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Accessing Resource Services After Sign Up

Accessing Resource Services after you have finished with the sign-up information in the previous

section involves logging in with your username and password credentials and the multifactor
authentication method you signed up with (such as AuthO Guardian or Google Authenticator).

To change the multifactor authentication (MFA) app associated with your account, send an email to

the ERCOT Help Desk (HelpDesk@ercot.com) or call the ERCOT Help Desk (512-248-6800)
requesting they resetyour MFA in your MPIM profile.

When ERCOT removes your current MFA app setting, you will receive an email with the ENROLL
Y OUR DEVICE button that enables you to set up your new MFA app with your phone again.

Y ou will receive an email with instructions about changing to a different MFA app.

If the Use Your Recovery Code message displays or you cannot log in, refer the Troubleshooting Tips on
page Error! Bookmark not defined..

Launch RIOO
Ercot D\ News | Careers | Feeds | Contact Us
; Search Q
About ERCOT Services Committees and Groups Market Rules Market Information Grid Information

Home » Services » Registration and Qualification > Resource Entities

Client Services @esource EntltIES) Launch
An Entity that owns and/or controls a Generation Resource, Load Resource, and/or a Non-Modeled RIOO Interconnection
Generator is registered with ERCOT as a Resource Entity. Services

Market Participant
Communications

»

Related Content
Programs

On this site

RIOO Interconnection
Services - |[E Guide

RIOO Interconnection
Registration and EZL;L‘;?C'E'E sign Up
Qualification
. . RIOO Interconnection
Registration Service - TSP Guide

Projects

I Resource Entities he Resource Entity (RE) Application for Registration can be found in Section 23 of the Protocols. Load Participation Program
Each RE must complete the application and identify a Qualified Scheduling Entity (QSE) to complete the
Resource Integration ERCOT registration requirements On the web
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Log Into RIOO

ercot%

RIOO Services

Leg In Sign Up

E]  yours@example.com

9 Enter the email address fromyour MPIM account.
9 Enter your password.
Don't remember your password?

Pt © ciickLoG IN>.

Log In to Resource Services

& your password

RIOCO Tool8 | Tooltwo: | Help®

ercotS

Interconnection Services Resource Services

Track, create, or update your

Intereconnection projects. Update or view your existing

resource data.

If one of the following pages displays, instead of the RIOO home page, you must authenticate your log in.

ercot ercot% ercot

RIOQO Services RIOO Services RIOO Services

Get a verification code from the Google —

Authenticator (or similar) app:
' In order to confirm enrollment we need to
| confirm your phone. Please enter the

r'I[f]\!- | @ [Enter the 6-digit code received code.

O Remember this browser O Remember this browser | & Fnter the &-digit code |

Lost your device? Use the recovery code [ Rememhber this browser

O, O,

Accessing Resource Services After Sign Up Version 04.22.20 ¢ 30
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For AuthO Guardian:

I % ercot - rioo - dev @

oM

For Google Authenticator:

x

AUTHEMTICATION REQUEST

% ercot - rioo - dev

l;l BROWSER

Lcom

Chrome (70.0.2538.77),

Windows (10)

(@) LOCATION

Sandy, United States

)

Deny

November 12, 2018 at 9:09:27 AM

ercot%
RIOO Services

Get a verification code from the Google

Authenticator (or similar) app:

‘ & [Enter the 6-digit code

ercot-ginr-gev

325 829

O Remember this browser

Lost your device? Use the recovery code

O,

Iyniegoag@eutiook.com

SMS Text Message Authentication:

ercot%

RIOO Services

|r5 Enter the 6-digit code rad ‘

| O Remember this browser I

In order to confirm enroliment we need to D s
confirm your phone. Please enter the ‘—_ﬁﬁ 409-
‘ 32 your verification
received code. LT = _—

TIP: If you click the Remember this
browser checkbox on any of these
pages, you will only have to do the full
authentication step every 30 days.

Accessing Resource Services After Sign Up
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Logging Out

It is alw ays a good idea to log out of your Resource Services accountinstead of simply closing the
w indow.

Click Log Out in the left-hand navigation near the bottom of the page.

RIOO
oo Interconnection Resource Services
“e" Services @ Update or view your
Track, create, or update existing resource data.
your Interecannection
projects.

Hello,
Sign Out
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Changing Your Multifactor Authentication Method

If you need to change the MFA application that associates your phone with the Resource Services
app, send an email to the ERCOT Help Desk (HelpDesk@ercot.com) or call the ERCOT Help Desk
(512-248-6800) to request they reset your MFA in your MPIM profile.

When ERCOT removes your current MFA app setting, you will receive an email with the ENROLL
Y OUR DEVICE button that enables you to set up your new MFA app with your phone again.

QA link is provided in the email for more information on multifactor authentication.

Send an Email or Call the ERCOT Help Desk to Reset Your MFA

To request your MFA be reset, send an email to the ERCOT Help Desk (HelpDesk@ercot.com) or
callthe ERCOT Help Desk (512-248-6800).

Openthe Invitation Email and Enroll Your Phone

Invitation to enroll with Guardian MFA

ginr@ercot.com p
° Mon 1/7/2019, 6:25 PM © 9 =
You

You've been invited to enroll a device with Guardian
for multi-factor authentication.

An administrator at ercot-ginr-dev has invited you to enroll a

ENROLL YOUR DEVICE

Click hitps://auth0.com/docs/multifactor-

device

o Click ENROLL YOUR DEVICE.

authentication/guardian/user-guide for more details

You're receiving this email because you have an account in ercot-ginr-dev.
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Choose Your Authentication Method

ercot‘ﬂ_?-u O i you will be using:

¢ AuthO Guardian, follow the instructions
RIOO Services starting on page 8.

Google Authenticator, follow the instructions

Download Auth( Guardian for free: starting on page 16.

SMS Text Messaging Authentication, follow
the instructions on page 23.

App Store Google Play

I've already downloaded it

I'd rather use SM3 or Google Authenticator
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Changing Your Phone Number or Phone

To change the phone number associated with your Resource Services account, send an email to

the ERCOT Help Desk (HelpDesk@ercot.com) or call the ERCOT Help Desk (512-248-6800)
requesting they change the phone number in your MPIM profile.

If you get a new smartphone, you must set up your new phone with your login multifactor
authentication (MFA) app to associate it with RIOO Resource Services. Follow the instructions in
the preceding Changing Your Multifactor Authentication Method section.
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Troubleshooting

The following sections may help answer potential problems you may encounter.
A Connection Error Message iS DISPIAYEM ..........ooiiiiiiiiiiieeeeeeeee e 36
[ Am StUCK 0N the LOG IN PAGE ....evieiiiiiiiiiiiaaaae e e e ettt ettt ettt s e s e e e e e e e e e aaaaaeeeeeeeeesnnnnes 37
| Did Not Get the Password Change Email from ERCOT .....ccouviiiiiiiimmmmiiiiaiaae e e e e eeeeeeeeeeeeeeeeneens 40
| Did Not Get the Verify Account Email from ERCOT ........ccovviimmimmmmiimiiiiinnneee e ee e e eereeeeeeeeeennnns 41
| FOrgOt MY PASSW OIA ......ccoeiiiiiiiieiiiiniiniiiisis s e s e e e e e e e e e e e e e e e et e e eeees s s s s s e e e e e e e e eeaeeseeeennnnnnnnnns 42
| Need to Enter My RECOVEINY COB......uuuuuuuiaaeeeeee e e e e e e e e eeeeeeeeeeebesee e a e e e e e e e aaeeeeeeeeeeeennnnes 44
My ACCOUNL IS BIOCKEA ...ttt s e e e e e e e e e e e e e e aaaeeeennnnnnees 45

A Connection Error Messageis Displayed

If you are working in Resource Services when an Oops something wentwrong or connection
failed message displays, you can do a hard logout from the system and try to reconnect to
Resource Services again.

0 Go to the address bar at the top of the web page
containing the error and manually type in:
https://sa.ercot.com/rioo-rs/logout

Note: You must manually type this URL.

DO NOT COPY AND PASTE IT.

‘ & RIOO-RS x  +
|

| € > C @ hitps://sa.ercot.com/rioo-rs/springboard

Resource !

s Interconnection Services
4 Update or vie

Track create orupdate vour
Oops!, something went wrong

sa.ercot.com - Connection Failed
If you believe this is in error, please contact the
Help Desk at (512) 248-6800.

Please provide the information below to help us
correct the problem.

There could be a misconfiguration in the system or a service outage. We track these errors automatically
but if the problem persists feel free to contact us
Please try again Error code 20

DB DD DDDDPDDDDDDDDDDLDLLEL®GOLOGELGBLLDKS

2019-01-25 16:01:50 UTC

© press the Enter key. i

9 Access Resource Services again as

described on page 29.
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| Am Stuck onthe Log In Page

If the Log In page continuously displays while you are attempting to perform tasks or if you appear
to be stuck on the Log In page, you may need to add the AuthO Guardian and RIOO apps to your
site as trusted sites (alsoreferred to as whitelisting) in order to access them.

The following instructions are for Google Chrome V ersion 71. Some slight differences may occurin
earlier or later versions of the web browser.

If you are using a different web browser, search the Internet for the procedure for adding trusted
sites to that browser.

? REMINDER: For the best user experience, ERCOT recommends using Google Chrome as your web
browser for RIOO apps. If you use Microsoft Internet Explorer, issues may occur, including page loading
issues that will require you to refresh your page from time to time and being stuck on the login page. You
may also need to add AuthO Guardian or Google Authenticator as a trusted site. If the “Whoops something
went wrong” error message displays, check to be sure the Resources Senvices site is listed as a trusted site.

= O X
w* o @ : © onthe far right of the Chrome page, click the ... (ellipsis).

Mew tab Ctrl+T
MNew window Ctrl+N
History b
Downloads Ctrl+J
Bookmarks b
Zoom - 100%  + ::
Print... Ctrl+P
Cast...
Find... Ctrl+F
Mare tools 3
Edit Cut Copy Pasig
Settings 9 On the drop-down, click Settings.
Help
Exit
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= Settings

ﬁ Your browser is managed by your organization

You and Google

Lyn Maloney
. . Turn off
® Syncing to lynmaloney96@gmail.com
Sync and Google services »
Manage your Google Account 4
Chrome name and picture »
Import bookmarks and settings »

Advanced -

& (5] Chrome| chrome://settings

= Settings

System

Continue running background apps when Google Chrome is closed [ ]

Use hardware acceleration when available [ ]
, _ 0 Scroll down and click
Open your computer's proxy settings P )
Change/Open proxy settings.
& Internet Properties ?

General _Semrity. Privacy Content Connections  Programs

Ad . .
= 9 On the Internet Properties window

To set up an Internet connection, dick click the Secur Ity tab.
Setup.

Dial-up and Virtual Private Metwork settings

Troubleshooting Version 04.22.20 ¢ 38



ERCOT Public

&) Internet Properties ? >
General Security  Privacy Content Connections Programs  Advanced
Select a zone to view or change security settings.
Internet  Local intranet Restricted
sites
Trusted sites

Sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone,

T i Levam] Foe Hemin e,

@ On the Security window, click
Trusted Sites and thenclick the
Sites button.

i?‘ Trusted sites

Add this website to the zone:

¥ou can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Websites:
* adp.com ~ Remove
* authl.com
* concureworkplace. com
* ercottraining. com v
S —— |

[]require server verification (https:) for all sites in this zone

9 In the Trusted sites window, for:
e AuthO, select *.authO.com

¢ RIOO, select
https://sa.ercot.com/rioo-rs/

© ciick the Add button.

Close

9 Click the Close button.

Troubleshooting
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| Did Not Getthe Password Change Email from ERCOT

If you do not receive the Password Change Request email from ERCOT after yourequest it, verify
w ith the USA at your company that the email address listed in MPIM is a real email address - not an
alias. If itis an alias, have the company USA update the email address to a real working email
account before you try to request the password again.

ginr@ercot.com ‘
o Tue 11/27/2018, 2:09 PM 9 (_') ?

4

Password Change Request

You have submitted a password change request.

If it wasn't you please disregard this email and make sure you can still
legin to your account. If it was you, then confirm the password
change.

HANGE MY PASSWORD

Thanks!
The Electric Reliability Council of Texas
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| Did Not Get the Verify Account Email from ERCOT

If you wentthrough the sign up process (including setting up your multifactor app — Autho,
Guardian, or SMS) and saw the following page, y our account may not be processed correctly.

Almost Done!
We've emailed a verification link to:
Click the link in that email to finish

creating your account

MNeed a new link?

Resend email.

Contact the USA for your company and have the USA check your MPIM Profile to be sure you have
the RIOORS _M_Operator role assigned and you are using the email account listed as your
username. You may needto sign up again.

Verify your email

ginr@ercot.com ‘
o Wed 11/28/2018, 11:14 AM o > ?

You ¥

Welcome to RIOO -
Resource Services!

Thank you for signing up. Please verify your email address by clicking the
following button:

ERIFY MY ACCOUNT]

Thanks!
The Electric Reliability Council of Texas

Troubleshooting Version 04.22.20 ¢ 41



ERCOT Public

| Forgot My Password

If you did the following to request the password reset, be sure you typed in the email address from
your MPIM profile. Contact your company USA to verify the email address. Be sure it is not an alias.

Otherwise, you can requestanother password reset.

ercot%

RIOO Services

Log In Sign Up

yours@example com ‘

&  your password

Don't remember your password? I © click the Don’t remember your password link

LOG IN >

ercot

Reset your password

Please enter your email address. We will

send you an email to reset your password.

E yours{@example.com

9 Type in your email address (the one from your MPIM profile).
SEND EMAIL >
9 Click SEND EMAIL >.
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ginr@ercot.com
4
o Tue 11/27/2018, 2:09 PM 9 © =2

&

Password Change Request

You have submitted a password change request.

If it wasn't you please disregard this email and make sure you can still
login to your account. If it was you, then confirm the password

change.
© Giick the CHANGE MY PASSWORD button.
Thanks!

The Electric Reliability Council of Texas

ercot

Change Password

Enter a new password for

il your new password

9 Type in a password.
9 Type in the password again.

N
@ @ cickthe @ button.

i confirm your new password
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| Need to Enter My Recovery Code

When you were completing your accountsignup, a Recovery Code page displayed that instructed
you to copy the code into a file (named ERCOT Auth Information)andsave itto your computer. If
the Use Your Recovery Code message displays when you attempt to log in to your account, you
can look for this file on your computer and use the information you recorded.

C~
ercot
RIOO Services
In the event that you need to login without
your device you'll need a recovery cods.

Take a note and keep this somewhere safe

‘ VXUD - YM3J - DRRS - SSCR - 8Y4C - 8N63 ‘

I [ 1 have safely recorded this cudel

O,

If you cannot locate the file, send an email to the ERCOT Help Desk (HelpDesk@ercot.com) or call
the ERCOT Help Desk (512-248-6800) requesting they reset your multifactor authentication (MFA)
information.

When you receive the email invitation to enroll your device (phone), follow the instructions for
changing your MFA on page 33.
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My Accountis Blocked

If you cannotlog in after 10 tries, the system displays the YOUR ACCOUNT HA'S BEEN
BLOCKED AFTER MULTIPLE CONSECUTIVE LOGIN ATTEMPTS message at the top of the
page. Send an email to the ERCOT Help Desk (HelpDesk@ercot.com) or call the ERCOT Help
Desk (512-248-6800) requesting that your AuthO Guardian accountuser ID be unblocked by
Operations.

If you appear to be stuck on the Log In page or the Whoops something went wrong error
message displays, you may needto add AuthO Guardian or Google Authenticator as a trusted site.
Refer to the | Am Stuck on the Log In Page

If the Log In page continuously displays while you are attempting to perform tasks or if you appear
to be stuck on the Log In page, you may need to add the AuthO Guardian and RIOO apps to your
site as trusted sites (also referred to as whitelisting) in order to access them. section on the next

page.
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Index

adding the required apps as trusted sites, 39
AuthO Guardian, 8
authentication
AuthO Guardian, 8
changing method, 33
Google Authenticator, 16
SMS, 23
blocked login attempt, 36
cannot display site, 39
changing MFA, 33
changing password, 5

confirming phone number and email address, 1

connection error, 38
email address, 3
forgotten password, 36
Google Authenticator, 16
hard logout, 38
launching RIOO, 29
log out fromf RIOO, 32
logging in, 29
login attempt blocked, 36
looping to Log In page, 39
MFA
changing, 33
understanding, 1
MPIM profile, 3
Oops error, 38

password
changing, 5
forgotten, 36
reset, 36
phone number, 3
phone number change, 35

Phone number from MPIM profile, 3

recovery code
Auth0, 9
Google Authenticator, 17
SMS, 24
recovery code file, 2
recovery code, using, 36
reset password, 36
RIOO app
adding as trusted site, 39
launching, 29

RIOORS_M_Operation role, 3

role for using Resource Senices, 3

signing out, 32
smartphone
changing, 35
confirming, 1
SMS Authentication
setting up phone with, 23
trusted sites, adding, 39

user email from MPIM profile, 3
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